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Purpose

This document outlines the configuration of a NextG wireless service as a backup link for ADSL. In the event of a failure of the primary ADSL service, automatic failover to the NextG wireless service will occur within 2 minutes. Failback from NextG wireless to ADSL is seamless with no disruption to connectivity. Both the ADSL and NextG wireless services terminate into a Telstra IPWAN VPN.

It is assumed that the reader has a sound understanding of data networking principles and is competent in configuring Cisco routers and other networking devices.

Important - Telstra does not currently support a managed Next G Mobile redundancy solution. This document provides guidance as to how this scenario can be configured by a customer. In the case of a service fault, the Telstra IP Solutions will see the service as two distinct/separate access services and will not be in a position to assist the customer should issues be encountered within failover scenarios.
1. Scope

This document covers the software configuration of the Cisco 1801 router, the CDCS CDM-882seu wireless router and the basic configuration of ADSL/NextG wireless user names, passwords and RADIUS attributes to be returned to Telstra IPWAN for connectivity and routing between the IPWAN network and the Cisco router.
2. COMPONENTS
· Telstra ADSL/IPWAN service

· Telstra NextG wireless/IPWAN service

· Cisco 1801 router with Cisco IOS broadband 12.4(9T)

· CDCS 882seu (850MHz) UMTS/HSDPA router

· Windows IAS RADIUS (customer hosted)

3. NETWORK DIAGRAM
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4. Description and CONFIGURATIONS

4.1. Cisco 1801 ISR Router

The Cisco 1801 ISR router is configured with the ATM0 (ADSL) interface as the primary connection and the FastEthernet0 connected to the CDM-882seu as the backup interface. 

Note: The connection cable between the Cisco 1801 router FastEthernet0 interface and the Ethernet interface of the CDM-882 wireless router is a Category 5 cross-over cable.
ADSL Connectivity is configured over the ATM0 interface using PPPoA with PPP username, password and other Internet Protocol attributes configured under an associated Dialer0 logical interface.
NextG wireless connectivity is configured over the FastEthernet interface using PPPoE with PPP username, password and other Internet Protocol attributes configured under the associated Dialer1 interface.

Both the ADSL and the NextG connections are always-on and authenticate to the customer managed IAS RADIUS. Authentication requests are relayed by the Telstra IPWAN network SMC RADIUS proxy. 
Primary connectivity from the Cisco router to the IPWAN network VPN is achieved by using a default static route to Dialer0 in combination with the Cisco object tracking feature. The object tracking feature monitors the status of the IP SLA agent which continually pings a destination address located at the Head Office Site.
In the event of an ADSL failure the object tracking feature will install a default floating static route in the Cisco routing table. This will direct all traffic to the FastEthernet/Dialer1 interface and over the NextG wireless network to the Telstra IPWAN VPN. When the ADSL service is restored, the object tracking feature will reinstall the original default static route to Dialer0 into the routing table.

Routing (return path) from the IPWAN network VPN to the Cisco router is handled using static routes installed as part of the RADIUS authentication process. A single class C (10.7.23.0/24) route for the LAN is installed in the NextG wireless DAE and two more specific routes (10.7.23.0/25 and 10.7.23.128/25) are installed in the ADSL DAE. While the ADSL is connected to the IPWAN network VPN, all traffic will route towards the Cisco router over the ADSL link using the more specific routes. When the ADSL link fails, these two routes (10.7.23.0/25 and 10.7.23.128/25) are removed from the ADSL DAE and traffic is routed towards the Cisco router over the NextG wireless DAE using the 10.7.23.0/24 route. When the ADSL service is restored, the two more specific routes will be reinstalled into the ADSL DAE as part of the RADIUS authentication process.
	Cisco 1801 Router Configuration

	!

track 1 rtr 1 reachability

 delay down 30

!
!--- Object tracking instance for monitoring IP SLA (RTR 1) on the router
!
interface FastEthernet0

 no ip address

 pppoe enable

 pppoe-client dial-pool-number 2

!
!---Interface FastEthernet0 is connected to CDCS CDM 882seu wireless router. Note that the !---CDM 882seu is configured in PPPoE enabled mode meaning that this device is not IP 
!---enabled. The IP configuration is handled by the PPPoE client (interface Dialer1) on the 
!---Cisco 1801 router.
!
interface FastEthernet1
!
!--- Connected to local LAN associated with interface VLAN 1
!

interface ATM0

 no ip address

 no atm ilmi-keepalive

 pvc 8/35

  encapsulation aal5mux ppp dialer

  dialer pool-member 1

 !

 bundle-enable

 dsl operating-mode auto

!
!---Connected to ADSL service

!
interface Vlan1

 ip address 10.7.23.1 255.255.255.0

!
!---Layer 3 interface for local LAN

!
interface Dialer0

 description <PSTN_FNN>

 ip address negotiated

 encapsulation ppp

 dialer pool 1

 dialer-group 1

 ppp authentication chap callin

 ppp chap hostname testadsl@domainname.telstra.ip

 ppp chap password 0 password
!
!---Dialer0 interface for ADSL connectivity to IPWAN VPN associated with ATM0
!
interface Dialer1

 ip address negotiated

 no ip unreachables

 encapsulation ppp

 dialer pool 2

 dialer-group 1

 ppp authentication chap callin

 ppp chap hostname testnextg@domainname.telstra.ip

 ppp chap password 0 password
!
!---Dialer1 interface for NextG wireless connectivity to IPWAN VPN through interface 
!---FastEthernet0.
!

ip local policy route-map MY_LOCAL_POLICY

!
!--- Local service policy for management of IP SLA ping packets. Ping packets can only
!---traverse the primary ADSL link. This ensures the correct functionality of the failover and 
!---failback.
!
ip route 0.0.0.0 0.0.0.0 Dialer0 track 1

!
!--- Default static route is tied to the object tracking instance. As long as the ADSL link is up,

!---then all traffic will be routed down the ADSL link.
!
ip route 0.0.0.0 0.0.0.0 Dialer1 200

!
!---floating static route for routing traffic over the wireless service when the ADSL link fails.
!

ip sla 1

 icmp-echo 172.23.100.5

 timeout 4000

 frequency 5

 history hours-of-statistics-kept 24

ip sla schedule 1 life forever start-time now

!
!--- IP SLA agent configured to ping the WAN link address at the head office site.
!
access-list 101 permit icmp any host 172.23.100.5 echo

!
!--- Access list tied to route map MY_LOCAL_POLICY.
!
route-map MY_LOCAL_POLICY permit 10

 match ip address 101

 set interface Dialer0 Null0

!
!--- Route map tied to local service policy. Match ping packets destined for 172.23.100.5.
!

dialer-list 1 protocol ip permit

!


4.2. CDCS CDM-882seu Wireless Router

The CDM-882seu must be configured in PPPOE mode. In PPPOE mode, the wireless router is not IP aware. The PPPOE connectivity is configured on and handled by the Cisco 1801 router.

Step 1. Connect a PC to the Ethernet interface of the CDM-882seu wireless router with a corss-over cable and log into the administration GUI interface using a web browser. Use the 192.168.1.50 IP address in the “Address” field of the browser. The default username is “admin” and the password is “password”. 
Note: The PC LAN interface will need to be configured with an IP address of 192.168.1.1, a netmask of 255.255.255.0 and a default gateway of 192.168.1.50 to enable connectivity to the CDM-882seu. If the CDM-882seu wireless router is not in PPPoE enable mode and the PC is configured as a DHCP client, then the DHCP server on the CDM-882seu will allocated an IP address to the PC automatically.
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If the logging-in process is successful, the CDM-882seu configuration home page will appear on the browser screen.
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Step 2. Select the “Data Connection” menu option on the left hand side of the screen. The “Packet Data Connection Settings” page should appear. Under the “PPP Profile Connect” section, select the “Auto Connect Disable” radio button and click “SAVE”.
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Step 3. Select the “LAN” menu option on the left hand side of the screen. The “LAN” configuration page should appear. Under the “PPPoE Setup” section, select the “PPPoE Enable” radio button and click “Save” at the bottom of the screen.
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4.3. RADIUS Configuration for IPWAN
The IPWAN SMC (RADIUS Proxy) is configured to send all RADIUS requests to a customer managed Windows IAS RADIUS server. This server is responsible for the authentication of usernames/passwords associated with the ADSL and NextG wireless services, the returning of IP addresses and network masks (attributes 8 and 9) to the Cisco 1801 router and the returning of framed routes (attribute 22) to the IPWAN DAE.
The following table defines the usernames and associated attributes that are configured on the IAS RADIUS. The passwords are not included in the table.
	Service Type
	Username
	Attribute 8
	Attribute 9
	Attribute 22

	ADSL
	testadsl
	192.168.252.23
	255.255.255.255
	10.7.23.0/25

10.7.23.128/25

	NextG Wireless
	testnextg
	192.168.252.24
	255.255.255.255
	10.7.23.0/24


The following screen capture shows the customer managed Windows IAS RADIUS configuration for the ADSL service. The username is “testadsl”, the password is “password”, the returned IP address and subnet mask for the Telstra DAE are 192.168.252.23 and 255.255.255.255 respectively, and the frame routes returned to the DAE is 10.7.23.0/25 and 10.7.23.128/25. 
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The following screen capture shows the customer managed Windows IAS RADIUS configuration for the NextG wireless service. The username is “testnextg”, the password is “password”, the returned IP address and subnet mask for the Telstra DAE are 192.168.252.24 and 255.255.255.255 respectively, and the frame route returned to the DAE is 10.7.23.0/24. 
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5. troubleshooting

The following router user interface outputs can be used to verify the correct functionality of this setup:

5.1. Verify ADSL and NextG connectivity

The Cisco “show ip interface brief” command can be use to verify that the ADLS and NextG connections have successfully. If successful, both the dialer0 and dialer1 interfaces will have been assigned their respective IP addresses. The FastEthernet interface connected to the CDM-882seu will be in the “up” “up” state. Ensure a crossover cable is used to connect this interface to the Ethernet interface of the CDM-882seu wireless device.
	Router#show ip interface brief
	
	
	
	

	Interface
	IP-Address
	OK?
	Method
	Status
	Protocol

	FastEthernet0
	unassigned
	YES
	manual
	up
	up

	FastEthernet1
	unassigned
	YES
	unset
	up
	down

	FastEthernet2
	unassigned
	YES
	unset
	up
	down

	FastEthernet3
	unassigned
	YES
	unset
	up
	down

	FastEthernet4
	unassigned
	YES
	unset
	up
	down

	FastEthernet5
	unassigned
	YES
	unset
	up
	down

	FastEthernet6
	unassigned
	YES
	unset
	up
	down

	FastEthernet7
	unassigned
	YES
	unset
	up
	down

	FastEthernet8
	unassigned
	YES
	unset
	up
	down

	ATM0
	unassigned
	YES
	manual
	up
	up

	Vlan1
	10.7.23.1
	YES
	manual
	up
	down

	Dialer0
	192.168.252.23
	YES
	IPCP
	up
	up

	Virtual-Access1
	unassigned
	YES
	unset
	up
	up

	Dialer1
	192.168.252.24
	YES
	IPCP
	up
	up

	Virtual-Access2
	unassigned
	YES
	unset
	up
	up


5.2. Verify routing to ADSL link

The Cisco “show ip route”  command can be used to verify that all traffic is being routed down the ADSL link as the primary connection.
	Router#show ip route

	Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

	       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

	       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

	       E1 - OSPF external type 1, E2 - OSPF external type 2

	       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

	       ia - IS-IS inter area, * - candidate default, U - per-user static route

	       o - ODR, P - periodic downloaded static route

	

	Gateway of last resort is 0.0.0.0 to network 0.0.0.0

	

	     202.12.199.0/32 is subnetted, 1 subnets

	C       202.12.199.179 is directly connected, Dialer0

	     192.168.252.0/32 is subnetted, 2 subnets

	C       192.168.252.23 is directly connected, Dialer0

	C       192.168.252.24 is directly connected, Dialer1

	S*   0.0.0.0/0 is directly connected, Dialer0


The Cisco “show track” can be used to determine the connectivity status of the ADSL service. If the reachability is “up” then the ADSl service is connected to the network.
	adslnextg#sh track

	Track 1

	  Response Time Reporter 1 reachability

	  Reachability is Up

	    5 changes, last change 00:00:01

	  Delay down 30 secs

	  Latest operation return code: OK

	  Latest RTT (millisecs) 2776

	  Tracked by:

	    STATIC-IP-ROUTING 0


5.3. Verify routing to NextG link during ADSL failure
When connectivity to the IPWAN VPN network is lost, failover will occur within two minutes. To confirm IP connectivity to the wireless network use the Cisco “show ip route” to confirm that the default static route is now pointing to Dialer1.
	adslnextg#sh ip route

	Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

	       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

	       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

	       E1 - OSPF external type 1, E2 - OSPF external type 2

	       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

	       ia - IS-IS inter area, * - candidate default, U - per-user static route

	       o - ODR, P - periodic downloaded static route

	

	Gateway of last resort is 0.0.0.0 to network 0.0.0.0

	

	     192.168.252.0/32 is subnetted, 1 subnets

	C       192.168.252.24 is directly connected, Dialer1

	S*   0.0.0.0/0 is directly connected, Dialer1


The Cisco “show track” can be used to determine the connectivity status of the ADSL service. If the reachability is “down” then the ADSL service is not connected to the network.
	adslnextg#sh track

	Track 1

	  Response Time Reporter 1 reachability

	  Reachability is Down

	    4 changes, last change 00:01:07

	  Delay down 30 secs

	  Latest operation return code: Timeout

	  Tracked by:

	    STATIC-IP-ROUTING 0


6. References

	Document Number
	Title

	
	


7. Definitions

The following words, acronyms and abbreviations are referred to in this document.

	Term
	Definition

	
	

	
	

	
	

	
	

	
	


8. Attachments

	Document Number
	Title

	
	


DOCUMENT CONTROL SHEET

Contact for Enquiries and Proposed Changes
If you have any questions regarding this document contact:

	Name:
	

	Designation:
	Solution Architect

	Phone:
	

	Fax:
	


Record of Issues
	Issue No
	Issue Date
	Nature of Amendment

	Version 01
	15/01/2007
	Draft

	Version 02
	8/5/2007
	Version 02. Editing changes made.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


This publication has been prepared and written by Telstra Corporation Limited (ABN 33 051 775 556), and is copyright. Other than for the purposes of and subject to the conditions prescribed under the Copyright Act, no part of it may in any form or by any means (electronic, mechanical, microcopying, photocopying, recording or otherwise) be reproduced, stored in a retrieval system or transmitted without prior written permission from the document controller. Product or company names are trademarks or registered trademarks of their respective holders.

Note for non-Telstra readers: The contents of this publication are subject to change without notice. All efforts have been made to ensure the accuracy of this publication. Notwithstanding, Telstra Corporation Limited does not assume responsibility for any errors nor for any consequences arising from any errors in this publication.







NextG wireless Backup for ADSL into IPWAN
Error! Reference source not found.
Issue Error! Reference source not found., Error! Reference source not found.
TPref DocNo \* charformat
Page 1 of 10
Issue ref issue \* charformat \* MERGEFORMAT . 15 January, 2007
Draft
NextG wireless Backup for ADSL into IPWAN
Page 2 of 10

ref DocNo \* charformat \* MERGEFORMAT 
NextG wireless Backup for ADSL into IPWAN
Draft
Issue . 15 January, 2007 

Doc No: ref DocNo \* charformat \* MERGEFORMAT 

Page 1 of 14

[image: image9.png]


